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(sk, pk) < KeyGen(1%)
» sk: Private (signing) key
* pk: Public (verification) key

* )\ Security parameter (controls the strength of the scheme)
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How It Works

1. Hashing the Message:

* A cryptographic hash function H is applied to the message m:

h = H(m)

s his afixed-size hash digest, regardless of the original message's length.
2. Signing the Digest:

e The private key sk is used to sign the hash digest h:

o = Sign(sk, k)

3. Verification:

e To verify, the receiver computes the hash of the received message m:

k' = H(m)

o Then, the receiver checks whether the signature o is valid for A’ using the public key pk:

Verify(pk, b, a)
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1. Message: "Hello, Digital Signatures!”
2. Hash Function: SHA-256

 Hash digest: H(m) = 2cf24dba5fb0a... (a fixed-length string)
3. Sign:

* Use RSA with a private key to sign H(m): ¢ = Sign(sk, H(m))
4. Verify:

* Receiver computes H (m') and checks Verify(pk, H(m’), \sigma).



RSA 5 (sitwo (SUblias! p3lgzr oo

5 odsl 3 S S e Byme L RSA o ms liams lael Glag b i oyl
s S5y JIRSA L o slaliasl .t Jiaows glasl o isy o s ,,8
“LS@°°W‘@)*°~L:KL5J‘§’J”JW&‘RSAVQUQ‘MEJ

RSA » g Jlumd slalanl » (55950

St OT (U8 50/ 65108 505 (sla (285 0357w sSan b0l 55 oo 1 RSA (2, S
2l Gaded Jlioe s slal

.;ﬁ@csu:w\g;pjﬁaﬁ-.\:lfﬂ(%&té.d&‘j i
a5 oo o3litel Lael ol gl ogee LIS

4L HRSA ol o8 Ll 855 s slkel (6,875 56 (651503 T 5 ol 0



RSA p o Slaol :pylg> Cwowd

&+5lﬂhﬁu§m
1l 25 5le 25 S Jalb RSA e sl = b oSS

1. Key Generation:
* Choose two large prime numbers p and ¢, and compute N = p - q.
+ Compute $(N) = (p - 1)(q - ).
e Choose a public exponent e such that 1 < e < ¢(IN) and ged(e, ¢(N)) = 1.
e Compute the private exponent d such thate - d = 1 (mod ¢(N)).
N » The public key is (N, €), and the private key is (N, d).
2. Signing:
* Given a message m, compute its hash h = H (m) using a cryptographic hash function.
* Use the private key d to compute the signature:
o=h? (mod N)
3. Verification:
* Given the signature &, the public key (IV, €), and the message m:

* Compute b’ = H(m).

e Verify the signature by checking:
o° (mod N) =H

If true, the signature is valid.
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1. Setup:
* Choose a large prime p and a generator g of a subgroup Z; of order g.
* The private key  is a random number in [1,q — 1].
 The publickeyis y = g* (mod p).
2. Signing:
e Generate arandom k € [1,q — 1] and compute r = g* (mod p).
» Compute the hash e = H(m/||r), where m is the message and r is the commitment.
» Compute the signature s = k — z - ¢ (mod gq).
* The signature is (7, s).
3. Verification:
» Compute v; = ¢g* - ¢ (mod p), where e = H(m/||r).

» Verify if vy = . If true, the signature is valid.
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1. Setup:
* Choose a large prime p and a generator g of a subgroup Z; of order g.
* The private key  is a random number in [1,q — 1].
 The publickeyis y = g* (mod p).
2. Signing:
e Generate arandom k € [1,q — 1] and compute r = g* (mod p).
» Compute the hash e = H(m/||r), where m is the message and r is the commitment.
» Compute the signature s = k — z - ¢ (mod gq).
* The signature is (7, s).
3. Verification:
» Compute v; = ¢g* - ¢ (mod p), where e = H(m/||r).

» Verify if vy = . If true, the signature is valid.
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* Steps:
¢ Key Generation: Similar to Schnorr.

« Signing: Compute r = (g* (mod p)) (mod q), s = k™ (H(m) + z - r)
(mod q).

 Verification: Check if » = ((¢° - ¥") (mod p)) (mod q).
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Comparison of Signature Schemes

Scheme Key Size Efficiency Security Assumption

RSA Signatures Large Slower (large keys) Factoring large integers
Schnorr Signatures Moderate Efficient Discrete logarithm problem
DSA Moderate Moderate Discrete logarithm problem
ECDSA Small Highly Efficient Elliptic curve discrete log prob
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